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Summary
18+ years building large-scale backend systems, cloud-native microservices platforms, identity services, event-driven architectures, and security infrastructure. Experienced in Rust, Go, C++, PostgreSQL, Kafka, Kubernetes, Terraform, AWS, and high-performance distributed systems operating at scale.
Core Expertise
1. Languages: Go, Rust, C++, Java, Python, React Native, Typescript
1. Distributed Systems: Event-Driven Architecture, Kafka, Asynchronous Processing, Concurrency, Backpressure Handling, Circuit Breakers, Distributed Messaging
1. Backend Platforms: Microservices, REST APIs, gRPC, High-Throughput Systems, Real-Time Processing
1. Cloud & Infrastructure: AWS, Kubernetes, Docker, Terraform, Jenkins
1. Data Platforms: PostgreSQL, ClickHouse, Druid, Kafka, CockroachDb
1. Database: PostgreSQL query optimization, Index design and tuning, Stored procedures, High-volume write workloads, Transactional systems, Data modeling, Query performance analysis
1. Observability: Prometheus, Grafana, ELK, OpenTelemetry, Arize Phoenix (RAG)
1. Architecture: Scalable Backend Systems, Platform Engineering, Fault Tolerance, Reliability Engineering
1. Security: TLS/SSL, IAM, Zero Trust, PKI, DLP, IPSec
1. Protocols: TCP, UDP, IP, SDP, SIP, MCP
1. AI Systems: RAG Pipelines, Vector Retrieval (FAISS), Ollama, Qwen, LLM Integration, AI-assisted Operations, MCP (Model Context Protocol)
Distributed System Highlights
1. Designed and operated distributed backend platforms processing millions of requests per second.
1. Built event-driven architectures using Kafka for asynchronous communication and telemetry pipelines.
1. Developed cloud-native microservices deployed on AWS and Kubernetes, provisioned via Terraform infrastructure-as-code.
1. Experience designing highly concurrent systems using Golang and Rust.
1. Implemented observability, monitoring, and reliability engineering practices for production systems.
1. Operated multi-tenant Kubernetes platforms for microservices orchestration, resource isolation, and workload scheduling.
Professional Experience
Netskope India — Staff Engineer	Apr 2024 – Present
Netskope Proxy SSE — nsproxy Policy Engine
1. MCP Protocol support in nsproxy. Actions: Block, Allow, Inspect, Coach
1. Implemented a SQLite-based policy distribution format replacing JSON payloads, reducing configuration transfer size and improving policy-loading efficiency in large-scale deployments for efficient UI-to-nsproxy transmission, with gzip compression for optimized bandwidth.
1. Optimized policy evaluation and configuration distribution paths for low-latency, high-throughput security enforcement.
1. Designed and enhanced DLP, Threat Prevention, and URL Filtering modules leveraging advanced policy processing.
nsproxy Remote Browser Isolation (RBI)
1. Implemented core RBI backend components in C++, Go, and Java, including authentication workflows, policy enforcement, session management, and distributed service integrations driving 40% revenue growth.
1. Reduced policy-evaluation latency by eliminating network round-trips through PostgreSQL stored procedures and optimizing authentication workflows. Implemented compressed transport mechanisms resulting in 70% bandwidth reduction. Reduced bugs by 20% with GoogleTest unit tests. Utilized Claude Code CLI for implementation.
LLM Integration, RAG Pipeline
1. Supported integration effort of Ollama (Qwen 5.1) LLM for automated policy text translation, enhancing policy engine capabilities through AI-driven natural language processing.
1. Built a Retrieval-Augmented Generation (RAG) pipeline for large-scale security log analysis, combining vector retrieval and LLM-based reasoning to accelerate incident investigation and policy troubleshooting.
Juniper Networks — Staff Engineer	Apr 2021 – Apr 2024
JIMS (Juniper Identity Management Service) & JSE (Juniper Secure Edge)
1. Designed and developed JIMS (C++) to JIMS (Rust) integration on AWS, pulling identities from Active Directory and Azure AD, storing in Postgres; resolved critical race conditions in production. JIMS (Rust) serving 1.5M+ requests/sec.
1. Implemented high-throughput Rust services using Tokio async runtime, concurrency primitives, and Kafka-based event pipelines. Debugged and resolved production race conditions affecting identity synchronization consistency under high concurrency workloads. Event driven pipeline Kafka integration, and Prometheus/Grafana metrics emission.
1. Architected and developed cloud-native backend services (Rust, Golang, C++) supporting large-scale highly available distributed systems.
GPU Compute Infrastructure (Internal Platform) — GPU Farm
1. Designed distributed GPU compute platform using Nvidia CUDA/OpenCL, Nvidia DCGM.
1. Improved hashing performance by 70% (MD5 to argon2i) and encryption efficiency by 60% (openssl to cpuminer)
1. Built resource monitoring and enforcement system for multi-tenant GPU workloads in Golang, Python
1. Makefile cross compiling using arm toolchain, running compiled build inside docker
AMD — Embedded MTS Software Engineer	Jun 2020 – Jul 2021
1. Developed low-level tools for GPU diagnostics and hardware introspection
1. Built VMware ESXi drivers to access PCI config space, GPU registers, and system metrics
1. Added support for next-gen GPUs (MI300 series)
1. Designed cross-platform tools using C/C++, OpenGL, Java, Cmake, boost
Red Hat — Senior Software Engineer	Jul 2016 – Jun 2020
SSSD (System Security Services Daemon)
1. Optimized LDAP/LDAPS request handling paths in SSSD, reducing timeout-related failures and improving performance for large enterprise directory environments.
1. Introduced timeout and resource optimization mechanisms
Open Source Contributions
1. Fixed critical security vulnerabilities in Samba file server, reducing issues by 40%
1. Developed smart card drivers (OpenSC) for secure authentication
Automation & Analytics (Red Hat Support Insights)
1. Built Python-based system for automated log analysis and proactive issue detection
1. Open source Automated Insights Processing in Python
1. Developed a Python 3.7 parser for enabling efficient data extraction from sosreports and analysis for proactive issue detection
HCL Technologies (Cisco) — Senior Lead Engineer	Jul 2014 – Jul 2016
1. Developed features for Cisco ASA security platform (IKE, SSL, OCSP)
1. Improved certificate validation reliability and reduced production issues
Customer Relationship Management
1. Technologies: React Native, Golang, AWS, Docker, Kubernetes, Scalability, Reliability, Postgres
1. Mobile App in React Native & Web interface in Typescript, Javascript where tenant can enter customer information
1. Golang backend can authenticate and provide JWT Token. Postgres DB access using REST API.
Samsung — Lead Engineer	Jul 2010 – Jul 2014
Samsung Smart TV
1. Built high-performance applications for Smart TV platforms
1. Improved hardware acceleration throughput by 80% of Cavium Nitro Card
Optimized POS Application Performance (Token Bucket Algorithm)
1. Identified a bottleneck in a Point-of-Sale (POS) application causing packet drops and retransmissions.
1. Implemented the Token Bucket Algorithm to establish rate control and significantly improve application performance.
Developed Train Control System Message Layer (C)
1. Designed and implemented the message layer for a critical train control system. This layer facilitates communication between the central office server (controller) and locomotives, ensuring reliable data exchange for safe and efficient train operation.
Mtree — Software Engineer	Aug 2006 – Dec 2010
HAIPE Protocol Development
1. HAIPE on Qualnet in C++, Visual Studio Code. IPSec+ over ipsec.
1. Developed Bell-LaPadula Model in C++: Provides granular access control preventing unauthorized access to sensitive data.
Bharti Airtel Video Delivery Platform (VDP) with AIL (Airtel Live)
1. Designed and implemented the Application Interface Layer (AIL) for Airtel Live, an innovative VDP platform that streamed audio and video content to 3G mobile phones.
1. This project utilized Session Initiation Protocol (SIP) and Session Description Protocol (SDP) for efficient communication and content delivery.
1. Developed Multimedia Portal Application (VDP). This application facilitated seamless user interaction with the platform, enabling access to rich multimedia content.
Selected Projects
Zero Trust Forward Proxy (github)
1. Production-oriented forward proxy inspired by Netskope/Zscaler architectures.
1. HTTPS interception, identity-aware policies, DLP inspection, JSON audit logging, and Prometheus metrics.
Cloud-Native CRM Engine (github)
1. Multi-tenant CRM platform using Golang, React Native, Typescript, PostgreSQL, Docker, Kubernetes, and AWS.
1. Customer onboarding, lead management, authentication, workflow automation, and reporting services. Scalable REST APIs and JWT-based authentication.
Distributed GPU Compute Platform
1. Multi-node GPU execution framework using Go, Python, CUDA, and OpenCL.
1. Workload scheduling, resource monitoring, and telemetry collection.
Enterprise Search Agent (Claude Code)
1. Unified search across enterprise tools (Drive, Jira, GitHub)
1. Implemented using LLM-based workflows and context protocols
On-call Assistant (AI-driven Ops Tool)
1. Processes alerts and runbooks to suggest automated remediation steps
Education
1. Master's (Computer Science) — Ongoing
1. PGDM (Information Technology) — AIMA
1. B.Tech (Electronics & Communication) — UPTU University
Key Impact Highlights
1. Scaled backend systems to 1.5M+ requests/sec
1. Delivered 40% revenue-impacting feature (RBI)
1. Reduced bandwidth usage by 70% in production systems
